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&\\\\\7 Defense in depth

= Knaccnyeckas Mmoaenb ypoBHen MHPOPMaLMOHHOM
6e3zonacHoOCTH
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Data, Application & Host

= 3aliMTa Ha YPOBHE AaHHbIX obecnedymBaeTcss BEHAO0POM

= 3alMTa HA YPOBHE MPUTOXEHUN N Y3/10B — YAaCTUYHO
obecneymBaeTcsa Ha aTanax MHCTaANNSALUMN U SKCNayaTaumm
NPOAYKTOB:

- Ucnonb3ynte HaaéXxHble naposiv aaMUMHUCTPATOpPOB

- MeHanTe nMeHa yYE€THbIX 3anmcen
aAMUHUCTPATOPOB MO YMO/T4AHUIO

- Hnkorga He gonyckamTe ncnosib30BaHNA C/INLLKOM
NpOCTbIX naposen nosnb3oBatenen (Corporate
Domain n Communication Profile password)
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Avaya Architecture
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Internal Network

= 3alMTa Ha YPOBHE BHYTPEHHEN CETN OCYLLECTBNSAETCS Ha
HECKOJIbKUX MOAYPOBHSAX:

- Bcerpa BbiHOCUTE MHTEpPdENCHI yrpaBleHns
KOMMOHEHTaMN MHPPACTPYKTYpPbl B OTAESIbHbIE
cetn, nn6o VLAN, Kyaga nmeroT AOCTYMN TOJIbKO
YyrNo/IHOMOYeHHble agMnHucTpatopbl (OOBM)

- OrpaHnuynBanTe AOCTYN K KOMMOHEHTaM
MHPPACTPYKTYPbl U3 MNOJS1b30BATEIbCKNUX CErMEHTOB,
4TOObI pa3pewnTb TO/IbKO NOAKIIOHEHNE K
pa3pelleHHbIM cepBucam

- Ncnonb3yute HIDS/NIDS ansa MOHUTOpPUHra
MHUMAEHTOB 6e30MacHOCTHU
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CepBuCbl, ucnonb3yruime ceptndukarbl

VPN remote access solution SBC /ALG / RP remote access solution
u I_I pa KTM L‘I eC KM Bce Cfl y>K6 bl | LDAP(S) I HTTPS CES sip XMPP LDA (S) | HTTFS XMPP
~ | ‘ bir?:?(;zo
paboTatoT Nno 3alULLEHHBLIM : i i

KaHa/1aM

Appn# atio Appl bation
" Lu MdijBa H Me O6ecneq M Ba eTCﬂ | LDAF(S) [HTTPS HTTPS lces IHTTPS I HTTPS

npoTtokonoM TLS (Transport —y
Layer Security)

sip | HTTPS XMPP HTTP(S)
¥

4 i v
(AP Enterpiise iM.and,
\ Messaging Prasence

|
bonblias 4acTb BHYTPEHHMX The current state of the solution involves certficates
certificate authority certificate authority issued by up to four authorities plus self-signed certificates.
MEXaHN3MOB CKpPbITa, 04AHAKO

TaM, rae pedyb AET ob l |

NHTepdencax ynpassieHns

(HTTPS), vnn noaknto4veHnn nonb3osatenen (SIPS/HTTPS),
noTpebyeTcs AOMOSHUTENbHO YAeNNnTb BHUMAHME HAaCTpomnKe
CEPBUCOB U KJIMEHTOB A1 KOppeKTHOU n 6e3onacHon paboThbl
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A

CMuMMeTpuMyHOoe U acCMMMeTpuYyHoe WwundpoBaHue

* CAMMETPUYHbIN afirOPUTM UCMONIb3YET OAUH U TOT Xe ktod (key)
ans wudpauynm n gewmndpaunm aaHHbIX

MHpopMaLms — nHpopMauns

#$%@*@$% #
key key

= ACMUMMETPUYHbIN NosaraeTcs Ha ABa pa3HblX, HO CBSA3aHHbIX APYr C
APYyroM Knato4ya: nybnmnyHbin n npmBaTtHblK (public key & private key)

MHpopMaLns — MHpOopMaLns

#$% @k*@$% #

Public Private
key key
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Llenn ncnonb3oBaHUA KJIIOUYEN: ayTeHTUdukKauma m

» 1N ayTeHTUdDMKaALUMM UCNONb3YETCSA MPUBATHbIA KNOY, TaK KakK OH «MNPUBSA3aH» K

€ro BjiagenbLy

nHdopmMauyus

wndpoBaHue

—

MHGOopMaUmS

#$% @Qk*@$% #

Private
key A

Public
key A

= [Ansa wndpoBaHUsa ceccum o0b6bIHHO MCNOMb3yeTcs NYONANYHBIN KoY yaAANnEHHOMN

CTOpPOHbI (B)

MHpopMauns

A

[

#$% @&k*@$% #

Public
key B
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Identity certificates n Trusted CA certificates

A
NCNONb3YTCA AN onpeaesieHns ponen cepTmuKkaToB I

= Identity Certificate n Trusted Certificate — TepMUHbI, KOTOpPbIE
Server

ldentity Certificate — aTo undppoBon cepTudukaTt, NCNOMNb3YIOLWMNCA AN
onpeaeneHns NAeHTUYHOCTU NPUNOXEeHUS, CepBUCA, U1 YCTPOUCTBA

|dentity Certificate nepenaércsa ynanéHHon CTOpoOHE B npouecce yctaHoBkM TLS
coegunHeHus Ana naeHTudukauum npeabaBuTens

H

N
Trusted Root CA Certificate ucnonsayetcs ans npoBepkn ayTeHTUYHOCTHU
cepTudukara, nony4eHHoro ot yaaneHHoM CTOPOHbI B npouecce yctaHoBku TLS
coeuHEeHUS
On

Root CA
EXPERIENCE AVAyA
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Intermediate Certification Authority

= YacTo ansa Toro, 4tobnbl ybepeubs kopHeBonn CA oT noboro poaa KomMnpomeTauum
(a 3TO HeMeAJIeHHO caenaeT BCE, YTO OH Koraa-nmbo BbiaaBan,
HeJOCTOBEPHbIM), OT €ro MMeHM BbINMUCbIBAOT cepTUdUKAT NPOMEXYTOYHOMY

LEeHTPY, @ caM KopHeBoi CA BbIK/1lOUaAOT
‘ I I

= [IpoMexyTouHbIn CA MMeeT NpaBo BblAaBaTb NEPCOHasIbHbIE,
a UHOraa n Apyrne npoMexyTouHble cepTudunkaThbl

= 1N Banuaaumm Taknx nepcoHasbHbIX
cepTMdUKATOB CceEPBEPbI U KIUEHTDI

06bIYHO NPOBEPSIOT BCIO LEMNOYKY
nosepus (chain of trust)
Il
|

Root CA

Intermediate CA

Server
EXPERIENCE AVAyA
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A

3awmTta Tpadmka ¢ ucnosnb3osaHumem transport layer
security (TLS)

» Bce ynpasnswoLwme coeanHeHns Mexay KJIneHTamm um
cepBepaMn Avaya A0/KHbI O6bITb 3aLlUMLLEHBI C MOMOLLLbIO
npotokona Transport Layer Security (TLS)

= Bce cepBepsbl 1 cepBuchkl nony4yatoT Identity Certificates, noanmncaHHblie
Bbl6bpaHHbIM LleHTpoM CepTtudukaummn (CA)
Korga knneHT (Hanpumep, TenedoH) NoAKNOYaeTCs K cepeepy, TOT
npepocTtasnsieT ceon Identity certificate anga nposepku

= KnueHT npoBepseT, aencremtenbHo N Identity certificate 6b11 Boigan LleHTpoM
cepTuduKkaumm, KOTOPOMY KJIMEHT JoBepseT

= ECniv npoBepkKa ycrnelwHa, yCTaHaB/IMBaeTCH 3alinLeHHoe
coeanHeHune. JTo Server Authentication (One-way TLS) Mutual Authentication

= CepBepbl YyCTpanBaloT APYr APpYry NMePeKpPECTHYIO NPOBEPKY R S ————
910 Mutual Authentication (Two-way TLS) 1

Server Authentication

[ oo |
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Perimeter

= 3alUMTa HA YPOBHE NepmMeTpa KopnopaTUBHOM CETU
TaKXXe OCYLLEeCTBJISeTCA Ha HECKOJIbKUX MOAYPOBHSX:

- lcnonb3ynte peKoMeHA0BaHHbIE CXEMbI
noakntoyeHmnsa ASBCE c obs3aTtenbHbIM
ncnosb3oBaHneM Firewall

- lcnonb3ynTte ABYCTOPOHHIOK NMPOBEpPKY
cepTudunkaTton, YTobbl HE AOMYCTUTb CaMOro akTa
HEeCaHKLMOHNPOBAHHbLIX NOAKIOHYEHUN

- Ncnonb3yute NIDS/IPS aonsg MOHUTOpPUHra
MHUMOEHTOB 6€30MacHOCTM U ONepaTUBHOIO
pearnpoBaHMs Ha HUX
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«I'paHMLUa Ha 3aMKe»

Firewall I
Email
Message

Application o

End Points

Firewall

&,
(J

\\/ /_/I Web
I Avaya SBCE
Protecting real-time applications

Email uc
Complements Existing Security
(ﬂ Architecture
Enterprise web ¢ D e
Applications
UC+CC
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SMGR ymMmeeT
6biTb SCEP
cepBepoM Ans

KJIIMEHTOB

[Taponb AOKEH
6bITb MUHUMYM
32 cMMBOna

CpoK oenctBus

naposs

orpaHu4yeH

[1na obHoBNEeHUS
cepTudukaTta
naposib He HYXeH
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AVAYA

Aura® Systemn Manager 8.1

Home Security =

Security

Certificates

Authority

Enrollment Password

Manage Certificate ...

Manage Entity Clas...

Configuration

& Users v/ Elements v

Mutual Authentication u SCEP

& Services v Widgets ~ Shortcuts

EZNEN A = | o

Update Entity Class

#* Name:

Description :

Whitelist Validation of Subject:

Enable Password Details Update:

* Password Validity Duration :

# Password:

« Confirm Password: |

Help ?

Avaya Workplace clients |

You can manage the Subject Names associated with the Entity-Class through the CLI command
manageEntityClass\Whitelist. Subject names must be added using the CLI command before any

enrollment. For details, see the online Help or product documentation.

Day :

28 ‘ Hour :

23 ‘ Minute : ‘59 ‘

EXPERIENCE AVAYA

Moscow




A Kakue ewle BapMaHTbl?

% Add Reles and Features Wizard

DESTINATION SERVER

Select server roles 2D avaye tec s

= B M S / \D C S e CT b Before You Begin Select one or more roles to install on the selected server,
Installation Typs Roles Description

koMnoHeHT NDES S e | T i AP

makes it possible to issue and i
manage certificates for routers and

= OH TaKXe BbIMOJIHAET posb | coo v s v || e
SCEP cepBepa
» HavanbHaga HacTpouka 21 At Doty Fmton S

NDES noapobHo onuncaHa g
BO MHO)>XeCTBe cTaTen Ha
Microsoft TechNet mn . >

CTOPOHHMX pecypcax =T =

Y@M etwork Device Enrollment Service (Installed

v| Online Responder (Installed

W
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BapuaHTbl ANA NOAKNIOYEHUA KJINeHTOB

= MOXXHO NOoNy4YnTb NYy6NUYHBIN CEPTUPUKAT OT U3BECTHOIO U
noBepeHHoro kommepyeckoro CA mn yctaHoBuTb ero Ha ASBCE

= YNO6HbIN BapuyaHT, eC/in HAaCTPOUKa K/IMEHTa Npon3BOoAUTCS Cpa3y
«CHapyxwu», Taknm CA yCTponUCTBa AOBEPSIOT cpa3dy Ha ypoBHe OS

SMGR CA BestCA

H Int.crt

REMOTE WORKER

=]

— BestCA
R = H

: — Trusted
: by OS
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Ewe BApUUaHTbIl A4N1A NOoAKJ/TIOHEHUA KJIMeEHTOB

= ManeHbKnn «Tprok» ¢ DNS un
K/INEHTbl BHYTPU YBEPEeHbI, YTO

H IntA.crt paboTaloT HanpsMyto ¢ Aura

-

SMGR CA

i; . °: :
BestCA === BestCA

! 5 IntC.crt § BestCA BestCAJSBC.crt E 5
Trusted — Trusted

INTERNAL USERS REMOTE WORKER
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3awumTta nepuMmerTpa Ha ypoBHe ASBCE

= HacTtpanBaeMble npasuia Firewall. MoXxHO HacTpanBaTb nNpaBua
ans 6JTOKUPOBKU, pa3pelleHnst oTAeNbHbIX aapecoB U MoaceTen, a
TakKXe NUMUTbI A9 KoJindectBa NoAKIHOYEHNN B CEKYHAY ANS
ASBCE.

Firewall: vasbce

Blacklist | | Whitelist | | Services || Source Rate Limiting

Service Name gﬂmm:? e —

CES 10 Edit
DNS 10 Edit
HTTP 10 Edit
HTTPS 10 Edit
LDAP 10 Edit
SCEP 10 Edit
SIP 10 Edit
XMPP 10 Edit
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HacTtpounku 3awmTbl oT DOS aTtak

HacTtponkun 3awmTbl OT DOS aTak pacrnpegeneHbl Mo HECKOSIbKUM YPOBHSM:

= System DoS/DDoS: KOHTpPO/Ib Dos 1 Dbos

CUrHanmsauum ansa ycrpomcrts SBC,

Single Source Do$ || Phone DoS/DDoS || Stealth DoS/DDoS || Call Walking H wmtelist|

KOHTPOJ1b 4HaCTOTbl COBEPLUEHUASA pw— :

B bl 3 O B O B L'In ﬂ n p eL'IOTB p a Lu'e H M ﬂ Urnin (0600 -1159)  Call ‘hod i%ghmmld Alart Only Ld:n["gamn Edit
nonaaaHuna atak Ha SIP cepsepbl, om0 oy :
Haxoasilmecs 3a ASBCE. R N— S —

SIP Servers: SessionManager

= Domain DoOS: HacTpouky, "
anMeHﬂeM ble ﬂ,ﬂﬂ FlOW nOCpe,ﬂ,CTBOM GeneraIHAuthenticationHHeanheatHRegistratiunHPlng||Advam:edHDuSWhiteIlstHDoSPlotection‘

AAWG

: -
Security Rules, Bkntoyaembix B Endpoint -

Policy Groups). lNoporosble 3Ha4YeHUS

BbIYNCNAKTCA aBTOMAaTUYECKN B 3aBUCUMOCTU

OT 3d4aHHOINo KoJim4yecTBa o SIP Method rod bt rale o e
OAHOBPEMEHHbIX TPAHKOBbIX CECCUN U

w

EQ_Mgmt Max Concurren t Sessions 100

Registrations REGISTER 220 44 11 Alert Only Edit
Re m Ote U S e rS . Calls INVITE 16 3 2 Alert Only Edit
Presence Updates PUBLISH 220 44 11 Alert Only Edit
Subscriptions SUBSCRIBE 880 176 88 Alert Only Edit
Misc OPTIONS 220 44 1 Alert Only Edit
©2021 Avaya Inc. All rights reserved. EXPERIENCE AVAVA
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= Ha OCHOBaHuH
NaHHbIX 06
MHUMOEHTaxX
HY>XHO MPUHUMATb
pelweHns ob
N3MEHEHNN
HaCTpoekK
6be3onacHocCTW.

©2021 Avaya Inc. All rights reserved.

Incidents

Device: vasbce v
Session Bor

EMS Dashboard
Device Management
Backup/Restore

> System Parameters

» Configuration Profiles

Services

Domain Policies

TLS Management

MNetwork & Flows
DMZ Services
IMonitoring & Logging

Alarms

Incidents  Statusv Logsv  Diagnostics  Users Settings v Help
[3 Incident Viewer - Google Chrome — O VAyA
Incident Viewer AVAYA
Device| Al v Catego CIea_r Filte_rs | Refresh || Generate Report | | [package
Authentication Displaying results 1to 15 out of 2000. -
Black White List
DoS Delete
High Availability Registration .
793798237594946  vasbclll Media Anomaly Detection Deﬁied No Subscriber Flow Matched Delete
Palicy Delete
793792024862800 vashcf| Protocol Discrepancy g e Scrubber Anomaly o
RSA Authentication Detected Delete
Scrubbing s
Spam error:1412E0E2:S5L routines:ssl_parse_clienthello_tlsext:clienthello
793791952665664  vasbe TLS Certificate te E:i?:dshake tisexterror 1408A0E3:55L routines:ssl3_get_client_hello:pa
DNS
Licensing TLS . .
793791952665607 vasbcll TURN/STUN Handshake SBCE configured with MANDATORY SNI, TLS handshake rejected due to no SNI
te : request in handshake
CES Proxy Failed
Accounting TLs
WebUA error:1412E0E2:55L routines:ssl_parse_clienthello_tlsext:clienthello
793791952654569  vasbof p—— Ste E:i?fjhake tlsexterror 1408A0E3:55L routines:ssl3_get client_hello:pa
TLS . .
Apr 22,2020, TLS SBCE configured with MANDATORY SNI, TLS handshake rejectad due to no SNI
AT weeliEs 10:31:45 PM Certificate E:iT:dShake request in handshake
TLS . . )
Apr 22, 2020, TLS error:1412E0E2:55L routines:ssl_parse_clienthello_tlsext:clienthello
793791936604473  vasbce 10:31:13 PM Certificate E:i?gdshake tlsexterror 1408A0E3:55L routines:ssl3_get_client_hello:pa
TLS . .
Apr 22,2020, TLS SBCE configured with MANDATORY SNI, TLS handshake rejectad due to no SNI
TRATRIREEINELS el 10:31:13 PM Certificate E:ﬁ:j’hake request in handshake

Moscow



DoS Learning

= ASBCE nocTosiHHO cobupaeT cTaTUCTUKY paboTbl MexaHn3MoB 3awmTbl oT DoS/DDoS
aTak. lpocMoTpeTb BCe cobpaHHble AaHHble B BUAe Tabnuy, oTCOpTUPOBAHHLIM No SIP
cepBepaM MOXHO B pasgene Monitoring & Logging -> DoS Learning

DoS Learning: vasbce

Learned Information

- SIP Server: SessionManager “
SIP Service SIP Method [nitiated Count Pending Count Failed Count
TOTAL ALL 0.061 0.000 0.005
Subscriptions SUBSCRIBE 0.035 0.000 0.000
Presence Updates PUBLISH 0.009 0.000 0.000
Calls INVITE 0.008 0.000 0.004
Registrations REGISTER 0.005 0.000 0.000
Misc OPTIONS 0.004 0.000 0.000

= Ha OCHOBAHNKN 3TUX AaHHbIX TaKXe MOXHO NPpMHNMAaTb pELEHNA O HaCTpOﬁKe MOPOroBbIX
3HA4YEeEHUN N AENCTBUN PN UX NPEBbLILLEHNNA.
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MOHMTOPUMHTI € noMmowbio IDS/SIEM

= CyLlecTBYeT Macca NpoAyKTOB, Kak KOMMEpPYECKMX, Tak U open-
source

= MHOIrMe U3 HUX npeanaratoT

rmbpunaHbIn PYHKLMOHAN:
IDP/IPS/Vulnerability scanners/ v o o o ey
SI E M i SECURITY EVENTS: TOP 5 ALARMS a SIEM::G;:MNMZ:R‘ES = e e

* IX MHCTaNISuna n HacTpomka e ‘4
MOXET 3aHATb BHYLWIUTENIbHOE .
BpeM4d, 04HAaKO B pe3ynbTaTe : l i

MPO3pa4yv4HOCTb MPOLECCOB,
npoxoadawmnx B cetTn CUJIbHO
MOoBbIWLAETCH

ssssss
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\ Administrative

= BeposATHO, CaMbll CNOXXHbIW A5 peasin3aunm ypoBEHb
- 3aLWNTbI:
y
- BHegpanTe naposnibHble NMOIMTUKUN HE TOJIbKO Ha
TeXHUYEeCKOM YpOBHE, HO N Ha AOKYMEHTa/IbHOM
- PazpabaTtbiBanTe n BHeapANTE NOSIUTUKN
AONYyCTUMOro NCnosib30BaHMA KOpNopaTUBHbLIX peCcypcoB
- [MpoBOoANTE 0B6Yy4YEeHUe COTPYAHUKOB C LeNblo
NOBbILLEHUNSA UX 0CBEeAOM/TIEHHOCTU B 061acCTu
MHPOopMaLMOHHON 6e30MacHOCTH
- cnonb3yute cuctembl MDM angd KOHTPONS NINYHBIX
yctpoucTte (BYOD)

AVAYA ©2021 Avaya Inc. All rights reserved. EXPER'E&){)SE AVAYA
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Thank you!

AnekcaHap CMMepHUH
alexsimernin@avaya.com



